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Abstract—Advance-Fee Fraud (AFF) is a time-critical financial
scam that exploits behavioral urgency, often causing victims to
initiate payments within minutes of deceptive communication.
Traditional fraud detection systems, which rely on historical
transaction patterns, are frequently unable to intervene before
the first payment occurs. To address this, this paper investi-
gates the feasibility of Quantum Machine Learning (QML) for
rapid AFF detection under Noisy Intermediate-Scale Quantum
(NISQ) constraints. For this, we designed a QML framework
for AFF detection using behavior-driven temporal features. For
evaluation, we compared QNN performance against classical
machine-learning baselines using performance metrics and in-
ference latency. Results indicated that even though the QNN
achieved efficient performance at detecting AFF attacks with
Accuracy, Precision, Recall, and F-1 scores of 0.820, 0.858, 0.793,
and 0.824, respectively, it is still currently underperforming in
comparison to classical ML models. Additionally, the results also
indicate that QML provides slower inference latency compared to
traditional ML models, with 2.92e− 03 seconds. These observed
results indicate that current QML approaches are best positioned
as complementary tools within hybrid detection pipelines, in
conjunction with classical ML models.

Index Terms—Quantum Machine Learning, Quantum Neural
Networks, Fraud Detection, Cybersecurity, Artificial Intelligence

I. INTRODUCTION

Financial fraud has emerged as one of the fastest-growing
global cyber risks, with attackers increasingly exploiting psy-
chological manipulation and time pressure to coerce victims
into making rapid, irreversible payments [1]. Over the past
five years, the Internet Crime Complaint Center (IC3) of the
Federal Bureau of Investigation has received an average of
more than 836,000 cybercrime complaints annually, reflecting
the growing scale and sophistication of online financial fraud
[2]. Among these schemes, Advance-Fee Fraud (AFF) is
particularly effective due to its reliance on urgency: victims are
often persuaded to transfer funds within minutes of receiving
a deceptive message [3]. In 2024 alone, AFF accounted for
7,097 complaints while generating losses exceeding $102
million [4].

One of the informative behavioral indicators in AFF sce-
narios is the Inter-Payment Interval (IPI), defined as the
time elapsed between the scam message and the first out-
going payment [5]. Short IPIs are strongly associated with
attacker-induced urgency, as victims are pressured to act before
verifying legitimacy. Unlike historical spending patterns, IPI
captures temporal behavior at the earliest stage of fraud
execution, making it particularly suitable for early detection.
Due to the compressed IPI in AFF, a critical vulnerability
exists in many traditional fraud-detection systems, specifically

those that use machine learning (ML), which are not designed
to intervene before the first payment occurs. Consequently,
modeling rapid behavioral responses has become essential for
developing early-warning mechanisms capable of preventing
financial loss [6].

Towards this, Quantum Machine Learning (QML) [7] can be
an attractive investigative opportunity to protect against AFF
attacks. This is due to leveraging quantum computing char-
acteristics like feature encoding, where even small temporal
features can be mapped into a high-dimensional Hilbert space
[8], which can lead to non-linear decision boundaries. This
raises the possibility that QNN can amplify the subtle timing
differences associated with AFF IPI and effectively detect
them. However, a limitation for QNNs remains that under
Noisy Intermediate-Scale Quantum (NISQ) constraints [9],
QNNs may not be effectively deployed in everyday classical
computing systems. In this paper, we will investigate whether
the usage of QNNs can be a viable option for detecting
AFF attacks. We will evaluate whether QNNs can achieve
competitive performance using compact behavioral features,
and whether increasing qubit counts meaningfully improves
detection accuracy or inference speed. To the best of our
knowledge, this is the first work that investigates temporal
urgency features like IPI using QNNs. Our main contributions
are:

• Designing a QML framework for AFF detection using
behavior-driven temporal features.

• Empirically evaluating the impact of qubit scaling on
QNN performance under realistic NISQ constraints.

• Comparing QNN performance against classical machine-
learning baselines using performance metrics and infer-
ence latency.

The rest of the paper is structured as follows: Section II
provides our literature review; Section III details the method-
ology of the research; Section IV presents evaluation results
for our project; and Section V provides concluding remarks
and future work.

II. RELATED WORK

Numerous papers have investigated the idea for QML in var-
ious machine learning applications. For instance, the research
by [10] established that near-term quantum models can be
competitive without requiring large-scale quantum hardware,
where systematic comparison of QML algorithms and classical
machine-learning models using high-performance simulators.
Similarly, the work in [8] provides a foundational theoreti-
cal framework connecting quantum computing and classical



Fig. 1. End-to-end pipeline of the proposed QNN-based AFF detection framework.

kernel methods by interpreting quantum feature encoding as
a nonlinear feature map in a high-dimensional Hilbert space
[11]. Researchers in [12] conduct a systematic comparison of
QML algorithms and classical machine-learning models using
high-performance simulators, including Fujitsu Qulacs. These
works indicated the promise of QML towards accelerating
solutions for classical ML problems.

QML has also been investigated within the cybersecurity
domain. For instance, [13] investigates the application of
QML for cybersecurity threat prediction, demonstrating that
quantum-enhanced models can analyze high-dimensional net-
work traffic more efficiently than classical machine-learning
systems. Research in [14] explores the application of Quantum
Support Vector Machines (QSVMs) for malware detection,
reporting detection accuracies of up to 95%. The work in [15]
proposed QuantumNetSec, a novel intrusion detection system
that combined quantum and classical computing techniques.
While these efforts have actively investigated classical cyber-
security domains, the field of financial fraud detection using
QML has not received as much attention.

Some recent works have started investigating QML for
financial fraud detection. Research by [16] examines QML
approaches for cybercrime and fraud detection with an em-
phasis on behavioral and transaction-level features. However,
the proposed solutions rely on conventional learning architec-
tures and centralized processing pipelines, which limit their
suitability for low-latency decision-making. Researchers in
[17] developed unsupervised quantum protocols for anomaly
detection in credit card fraud detection. The work in [18] pro-
posed a Quantum Graph Neural Networks-based mechanism to
perform anomaly detection in financial fraud. The limitations
of these works are that they only investigated general credit
card and financial fraud anomaly detection, and did not focus
on specific types of credit card fraud, like AFFs.

Overall, while existing literature demonstrates that QML
can be beneficial in solving many cybersecurity problems,

like financial fraud, no work investigates the usage of QML
towards attacks like AFF. In particular, there remains a gap in
understanding how optimization-centric QNNs can leverage
minimal temporal features to enable rapid inference for AFF
attacks under practical NISQ limitations.

III. METHODOLOGY

This section describes the end-to-end pipeline of the pro-
posed QNN-based AFF detection framework, shown in Fig. 1.

A. Transaction Records

The transaction data used in this study are customized to
reflect patterns relevant to advance-fee fraud detection. The
dataset consists of the following key attributes:

• Scam message timestamp: Represents the exact time
when the fraudulent message was sent to the victim. This
feature helps analyze how quickly victims respond to
scam attempts and identify abnormal behavioral patterns.
This is denoted by ts.

• First payment timestamp: Indicates the time when the
victim made their first financial transaction after receiving
the scam message. The time gap between this and the
scam message timestamp provides insights into user
decision-making behavior. This is denoted by tp.

• Transaction amount: Captures the monetary value trans-
ferred during the transaction. Fraudulent transactions of-
ten show unusual or irregular payment patterns compared
to legitimate ones.

Together, these attributes enable the modeling of temporal
behavior and financial anomalies, which are critical indicators
for detecting advance-fee fraud.

B. Behavioral Feature Generation

From raw data, behavioral features are extracted to model
user interaction patterns:

• Inter-Payment Interval (IPI): Time difference between
consecutive payments



• Response Time: Delay between scam message and pay-
ment

• Message Count: Number of interactions before payment
• Log-transformed Amount: Stabilizes large transaction

values
These features reflect temporal dependencies and abnormal
spending behaviors. Given the scam message time ts and the
first payment time tp, we compute the Inter-Payment Interval
(IPI) as:

IPI = max

(
0,
tp − ts
60

)
(1)

This measures how quickly a victim responds after receiving
a scam message. Shorter IPIs indicate urgency, a common trait
in fraud behavior.

C. Data Preprocessing and Normalization

To ensure numerical stability, the following preprocessing
steps are applied:

• Timestamp validation and missing value handling
• Min-Max scaling to normalize features to [0, 1]
• Account-level standardization to reduce user bias
The normalized feature xnorm is computed as:

xnorm =
x− xmin

xmax − xmin
(2)

To ensure stable training and compatibility with quantum
circuits, all features are scaled to the range [0, 1]:

xnorm
j ∈ [0, 1] (3)

This prevents large values from dominating model learning.

D. Quantum Feature Encoding

Classical features are mapped into quantum states using
angle encoding. First, each feature xi is encoded using a
rotation gate:

Ry(πxi) (4)

Feature truncation is applied to match the number of available
qubits. This transforms classical inputs into quantum superpo-
sition states. Next, each normalized feature is mapped into a
quantum state using angle encoding:

|ψj⟩ = Ry(πx
norm
j ) |0⟩ (5)

This converts classical data into quantum superposition states.

E. Quantum Neural Network (VQNN)

The encoded quantum states are processed by a parameter-
ized quantum circuit consisting of:

• Shallow circuit layers (NISQ compatible)
• Entangling layers using CNOT gates
• Trainable rotation parameters

This layer learns non-linear feature relationships through quan-
tum interference and entanglement. Using the QNN, the model
outputs a fraud probability:

ŷ = ⟨ψ(θ)|Ô|ψ(θ)⟩ (6)

Fig. 2. Training loss trajectory for the 4-qubit QNN, showing stable
convergence under shallow circuit depth.

Fig. 3. Training loss for the 5-qubit QNN, maintaining convergence with
mild increases in loss variability.

F. Optimization and Training

Model parameters are trained using a hybrid classical–
quantum learning approach. During training, the dataset is di-
vided into small batches (mini-batches), and model parameters
are updated iteratively.

• Mini-batch training: Instead of using the full dataset at
once, smaller batches are used to make training faster and
more stable.

• Adam optimizer: A popular optimization algorithm that
automatically adjusts learning rates to improve conver-
gence speed.

• Loss monitoring: Training progress is tracked by observ-
ing how the loss value decreases over iterations.

The training goal is to minimize the binary cross-entropy
loss, which measures how well the model predictions match
the true labels:

L = − 1

N

N∑
i=1

[yi log(ŷi) + (1− yi) log(1− ŷi)] (7)

Here, yi represents the true label, ŷi is the predicted
probability, and N is the total number of samples. Lower loss
values indicate better model performance.



Fig. 4. Training loss for the 6-qubit QNN, showing increased oscillations and
sensitivity to parameter updates.

Fig. 5. Training loss for the 7-qubit QNN, illustrating reduced convergence
reliability under aggressive qubit scaling.

G. Measurement and Classification

Quantum measurements are performed to obtain expectation
values. The output ⟨Z⟩ is mapped to binary predictions:

• ⟨Z⟩ = 1 → Fraud
• ⟨Z⟩ = 0 → Non-Fraud

IV. EXPERIMENTATION SETUP AND RESULTS

A. Setup

To evaluate the performance of the QML at AFF detection,
we are evaluating the proposed QNN with classical ML
models like Logistic Regression, Support Vector Machine, and
Classical Neural Network (NN). Training settings for the QNN
and NN use the Adam optimizer with mini-batches. Finally,
performance is evaluated using Accuracy (A), Precision (P),
Recall (R), and F1-score (F). Additionally, inference latency
is also evaluated to assess real-time usability. All experiments
for QML use the quantum simulator Qiskit [19].

B. Results

First, we observe the training convergence for the proposed
QNN framework by varying the number of qubits. The conver-
gence of a 4-qubit QNN is illustrated in Fig. 2. We note that the

Fig. 6. Performance Metrics upon Qubit Scaling

QNN converges rapidly using 4 qubits, and full convergence
can be observed starting at Epoch 5. Similarly, the convergence
of a 5-qubit QNN is illustrated in Fig. 3. We note that the QNN
converges faster than using 5 qubits, and full convergence
can be observed starting at Epoch 2. Next, the convergence
of a 6-qubit QNN is illustrated in Fig. 4. We note that the
QNN converges more slowly than using 4 qubits, and full
convergence can be observed starting at Epoch 20. Finally,
the convergence of a 7-bit QNN is illustrated in Fig. 4. We
note that the QNN converges more slowly than using 6 qubits,
and full convergence can be observed starting at Epoch 50.
Through this, we note that the 5-qubit QNN is performing
the best, and adding qubits to the QNN is slowing down the
speed of convergence. This seems to be consistent with NISQ-
induced gradient noise and optimization sensitivity.

Next, we observe the impact of qubit scaling on detection
performance for AFF attacks, illustrated in Fig. 6. We observe
that when 4 qubits are used, the QNN achieves A, P , R,
and F scores of 0.78, 0.86, 0.75, and 0.65, respectively.
When 5 qubits are used, the QNN achieves A, P , R, and
F scores increase to 0.83, 0.85, 0.80, and 0.83, respectively.
However, when we increase qubits to 6, the QNN performance
decreases with A, P , R, and F scores of 0.67, 0.66, 0.81,
and 0.75, respectively. Finally, when 7 qubits are used, the
QNN achieves A, P , R, and F scores of 0.72, 0.70, 0.83,
and 0.78, respectively. Through this, we note that the 5-qubit
QNN is performing the best, and adding qubits to the QNN
is decreasing ML performance at detecting AFF attacks.

Next, we observe the performance of the QNN in compar-
ison to our classical ML models in detecting AFF attacks, as
illustrated in Figure 7. We observe that Logistic Regression
performs the least effectively with A, P , R, and F scores of
0.550, 0.604, 0.451, and 0.516, respectively. The next lowest
performance is from the 5-qubit QNN, which is our most
efficient QML model. The QNN recorded A, P , R, and F
scores of 0.820, 0.858, 0.793, and 0.824, respectively. Next,
comes the Support Vector Machine with A, P , R, and F
scores of 0.915, 0.950, 0.887, and 0.917, respectively. The
NN achieved the best performance in detecting AFF attacks



Fig. 7. Model Performance Comparison

Fig. 8. Model Inference Latency Comparison

with A, P , R, and F scores of 0.940, 0.966, 0.920, and
0.942, respectively. This highlights that even though our QNN
achieves comparatively efficient performance at detecting AFF
attacks, it is not yet comparable to classical ML models like
NNs in performance. These observations suggest that current
QML approaches are best positioned as complementary tools
within hybrid detection pipelines, in conjunction with classical
ML models.

Finally, we observe the performance of the QNN in com-
parison to our classical ML models in detecting AFF attacks,
as illustrated in Figure 8. We observe that the classical NN
has the quickest inference time at detecting AFF attacks with
1.63e− 07 seconds. The Logistic Regression came next with
an inference time of 2.10e− 07 seconds. The Support Vector
Machine came next with 3.70e − 05 seconds. Finally, the
QNN achieved the slowest inference time with 2.92e − 03
seconds. This highlights the level of influence optimization
dynamics and circuit design have upon inference times in
QML [20]. Through these experiments, we have observed that
even though QML is slowly becoming a major computing
paradigm in the future, it is still NOT yet an effective
mechanism to detect financial fraud like AFF attacks today
compared to classical ML models.

V. CONCLUSION

In this paper, we evaluated the feasibility of QML for
rapid AFF detection under NISQ constraints. Towards this, we
designed a QML framework for AFF detection using behavior-
driven temporal features. We empirically evaluated the im-
pact of qubit scaling on QNN performance under realistic
NISQ constraints. Following this, we compared QNN per-
formance against classical machine-learning baselines using
performance metrics and inference latency. Results indicated
that even though the QNN achieved efficient performance
at detecting AFF attacks with A, P , R, and F scores of
0.820, 0.858, 0.793, and 0.824, respectively, it is still currently
underperforming in comparison to classical ML models. Ad-
ditionally, the results also indicate that QML provides slower
inference latency compared to traditional ML models, with
2.92e−03 seconds. These observed results indicate that current
QML approaches are best positioned as complementary tools
within hybrid detection pipelines, in conjunction with classical
ML models. Future work will explore increasing the number
of qubits to evaluate the solution further. Additionally, we
will also explore QML for other types of financial fraud
cyberattacks, like Account Takeover and Business Email Com-
promise.
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